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The global healthcare data storage
market size was
5.4 billion USD in 2024.




Emerging Technologies fl [%J' SKINNER

Artificial Intelligence, 5G Network Internet of Things Cloud Computing
Generative Al (loT)



The Al healthcare market is
projected to reach $868 billion by
2030.




How is Al being used? F[%l' SKINNER

* As of today, Al is leveraged for speed and increased accuracy.

* Diagnosing Patients: Analyzing X-rays, MRIs, and CT scans, predicting
risk of cancer, and recognizing skin cancer

* Transcribing Medical Documents: Automatic speech recognition
technology can convert spoken language into written text, efficiently
and accurately documenting medical information

* Administrative Tasks: Admission procedures, appointment scheduling,
customer service responses, licensure verification, etc.



How is Al being used? lf[%J' SKINNER

* Financial uses: billing and collections, claims management, insurance
eligibility verification, revenue cycle management

* Operational tasks: facilities management, inventory management,
materials management

Robotic Process Automation



What risks does Al bring? @ SKINNER

* Ethical concerns and data privacy issues: With more & more data
being collected and analyzed, there is an increased concern over the
use of private and personal data used to train Al algorithms.
Furthermore, healthcare entities and their third-party vendors are
particularly vulnerable to data breaches and ransomware attacks.

* Possibility of bias in underlying algorithms: Al algorithms may be
skewed due to a lack of data for women and minorities.

* Trust issues: 60% of Americans would be uncomfortable with their
provider relying on Al, which could lead to worse patient-provider
relationships.



The healthcare loT market is

expected to show an annual growth
rate (CAGR 2025-2029) of 9.56%,
leading to a market volume of
$134.43 billion by 2029. =
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loT: Uses and Benefits fl [%J' SKINNER

loT (or Internet of Medical Things (“loMT”))in healthcare spans across
patient services and internal operations. Examples include smart
infusion pumps, wearable health monitors, remote patient monitoring
tools, connected imaging systems, and even hospital HVAC systems.

Benefits:

* Enhanced patient care

* Improved operational efficiency and care cost reduction
* Medical care accessibility through telehealth

* Data driven insights to aid decisions




loT Related Risks fl [%J' SKINNER

* More devices = more potential breach points

* Lack of oversight

* Unencrypted or inadequately encrypted data may be vulnerable to
interceptions, allowing cybercriminals to eavesdrop on data

transmissions
* Cloud services and on-premises servers may not have sufficient
security measures



70 - 80% of hospitals and health
systems have adopted cloud
computing services.
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Common Cloud Service Models in Healthcare

EEN

Infrastructure-as-a-
Service




Strengths of Cloud Computing @ SKINNER

 Accelerate clinical analyses and care processes
e Automates data processing and scalability

* Makes patient data easier to share and access
* Reduces network equipment on-site

* Reduces risk of data loss



Cloud Computing Risks @ SKINNER

* The healthcare organizations struggle to with the skill gap for cloud
security deployment and management.

* Applications and resources hosted in the cloud are reliant on network
connectivity with downtime heavily impacting operations.

e Calls for strong vendor management practices and understanding of
shared responsibility (For example, user access controls).



Al Attacks
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Dedicated to Legal Excellence

We excel in delivering effective legal solutions, working with clients from various fields, and

resolving diverse cases with precision and professionalism.

Contact Us

Welcome to Citi Legal

Our team of skilled attorneys is dedicated to delivering top-tier legal representation. Whether you're
facing a contract dispute, personal injury claim, or any other legal matter, we're here to help. Reach
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Read More

Luke Worthington

Copyright and Patent Law

Read More

Rob Anderson

Intellectual Property / Corporate

Governance

Read More

Mary Sinclair Sally Beaumont

Copyright Compliance / Business Law

Greg Kensington

Property Arbitration Copyright Infringement / Criminal Litigation
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Managing Risk while
Embracing Technology

@
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Foster Awareness & Training fl @J' SKINNER

 Staff members — from medical professionals to administrative
personnel — are often the first line of defense against cybersecurity

threats.

* Healthcare organizations can reduce the risk of breaches by fostering
a culture of active participation and responsibility in staff.

 Human factors affect approximately 74% of breaches including
errors, social engineering, and misuse, highlighting the need for
comprehensive employee training and awareness programs.



Cybersecurity [l @J' SKINNER

 Security = Key to maintaining patient’s trust
* Implement cybersecurity measures such as Zero-trust

* Build hardened infrastructures that protect against both legacy and
evolving vulnerabilities

* Implementing strict access controls, network segmentation, and data
protection techniques to protect patients' most sensitive information



Internal Audit Strategies fl [BJ' SKINNER

* Risk assessment and identification of technology-specific
vulnerabilities.

 Evaluation of controls and security measures implemented for
emerging technologies.

e Continuous monitoring of technology-related risks and threat
landscape.

* Collaboration with IT teams, management, and external auditors to
assess risks comprehensively.



Third-Party Risk Management @ SKINNER

5 keys strategies when managing 3" party risks:
1. Due diligence before partnering with an emerging tech organization
2. Review insurance coverage — Is it still sufficient?

3. Assess your organization’s responsibilities and monitor control
performance

4. Regular assessments of security practices for alignment with
organizational standards

5. Review contracts for compliance with new and evolving privacy
laws



Regu.latory.& Compliance f@ ——
Considerations &

Broader data privacy regulations will continue to evolve as
policies are adopted in US states and internationally

These regulations impact the data that is processed, stored, and
analyzed by emerging technologies.

Currently, 10 states have Al-related regulations as part of

their larger consumer privacy laws; however, only a handful of
states have proposed legislation specific to the privacy of data or
the use of Al in healthcare.

Updates to the HIPAA Security & Privacy Rules



US State Privacy Legislation Tracker 2025

Statute/bill in
legislative process

B Introduced

- In committee

In cross chamber

In cross committee

Passed

. Signed
. Inactive bills

No comprehensive
bills introduced
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HIPAA Security Rule () .o
Proposed Changes 2025 @J °°°°°°°°°°°°°°°

 Removal of “addressable” standards which would mean
implementation specifications are mandatory

* Mandatory encryption for all ePHI at rest and in transit

* Require MFA as a security measure to enhance ePHI protection

* Regularly scheduled security assessments would be required

* Detailed guidelines and expectations for security incident response
* Alignment with NIST cybersecurity best practices

* Individual increased rights over their ePHI



Cybersecurity Safe Harbor @ SKINNER

 Texas becomes 5t state to implement a cybersecurity safe harbor and
the sixth to meaningfully define “reasonable cybersecurity” in statute

* TX Senate Bill 2610 signed in to law

Incentivizes businesses to adopt strong cybersecurity programs by offering
protection from exemplary (punitive) damages in the event of a data breach,
provided they meet specific cybersecurity criteria

* Tiered approach to cyber requirements based on company size
<20 EEs
20-99 EEs
100-249 EEs

* Ohio, Utah, Connecticut and Nevada
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