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26" Annual Revenue Cycle Conference
From Kickoff to Cashflow: Building a Winning Revenue Cycle

COMMONWEALTH FUSION CENTER

Lieutenant Edward Keefe

January 30,2025

MASSACHUSETTS CYBERSECURITY PROGRAM
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MCP HISTORY

MASSACHUSETTS
CYBERSECURITY PROGRAM

+ Established in 2016 to address increasing
cyber threats to Critical Infrastructure

+ Information Sharing, Awareness Bulletins, Trainings,
Pass-through Alerts, Threat Briefings

*  MCP distro
+  Dartnerships

Commonwealth Fusion Center
Massachusetts
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MASSACHUSETTS CYBERSECURITY PROGRAM

Vulnerability & threat intelligence project (VTIP)

FREE SERVICE > Passive Attack Surface Monitoring

Established in 2019 to help mitigate common > Public facing vulnerabilities, exposures

initial access vectors

» KEVs, Mass Exploitation Campaigns

CIODHE > Insecure remote access
Critical Infrastructure » Exposed OT/ICS/SCADA/loT
Identify > Alerts & Proactive/Hunt
Notify > Stolen/leaked credentials

Provide mitigation guidance & facilitate support

> Typosquatted/lookalike domains

» FCC Covered List
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REPORTING

MASSACHUSETTS CYBERSECURITY PROGRAM

You are our best source of Cyber Threat Intelligence!

Reporting entity will not be identified when sharing out
information

“a municipality in Massachusetts”, “a K-12 organization in
Massachusetts”, “a public safety agency in Massachusetts”

Shared information passed on to larger community for

situational awareness and as actionable, timely, relevant CTI
via MCP Distro
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HEALTHCARE CYBER THREAT LANDSCAPE

HEALTHCARE DATA BREACHES OF 500+ RECORDS
(2009 - 2024)
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CURRENT THREAT LANDSCAPE

TRENDS

 Ransomware intrusions

* Exploit public facing vulnerabilities Detection

+ Servers & web-applications

° Often unmonitored Techniques, Trends, & Takeaways

* Phishing help-desk employees
* Phishing emails
* SIM swaps
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CURRENT THREAT LANDSCAPE

TRENDS

* 2024 Verizon DBIR

* 180% increase in attacks involving
exploitation of vulnerabilities in 2023

* 0-day & 1-day

* Primarily leveraged by Ransomware
operators

* 10% breaches caused by
misconfigurations
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CYBER THREAT ACTORS

* Cybercriminals

* Insider Threat

* Nation-State

* Advanced Persistent Threat
(APT) Groups

» Hacktivists

* Terrorists

1/27/2025



>

CYBER THREAT ACTORS hfm a

SCATTERED SPIDER
(FINANCIALLY MOTIVATED)

Pre-texting and Social Engineering to obtain
credentials to privileged accounts by
tricking IT/helpdesk staff

massachusetts-rhode island chapter

Send repeated MFA notification prompts to
lead employees to press “accept”

» MFA fatigue

Perform SIM swaps for key personnel

Casino attacks — MGM & Caesars
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Russians team up with young, English-speaking hackers for cyberattacks | 60 Minutes

B0

MINUTES

Scattered
Spider
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STAFF MEMBER ACCOUNT TAKEOVER

Social engineer of IT/Help Desk Staff

el acking the Help Desk: How
. Attackers Talk Their Way Into
Reset paSSWOl"d Company Networks

Reset MFA

Requested MCP Assistance

Shared call recording, TA’s phone

Staff member is department lead &
prominent researcher in subject area of
interest to Nation States
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TEXT OR SMS PHISHING AKA

“SMISHING?”

WLERTY o T John, transfer €300k to the
ol usmglill folloving alc Notime to SRR . N v U (BEFORE DEAL
nt http2itinyurl comintndohk
Yo it el iy ormally Urgent
1EoZ6m2 meet. EXPIRES)
Dear NAB Bank User, . . « . ”
e prgsrmsema) (mEme==. o Simply click to “claim reward
Your AppleiD is due to expire won a $1000 Walmart ﬂ&ﬁ"{:ﬁmmm R A h b d d l . k
hito://bil.do/ i . Cli link:
ot s | i PO | s ccount has been suspended, click now
loss of services and data. www. WmanProgram.com F
Apple smSSTOP1043420 (Gi2end) — to Ix
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AITM ATTACKS - STORM 1167

Microsoft Threat Intelligence reporting

* Microsoft threat intelligence has identified this group
as using the indirect proxy method to target systems in

* Once they gain persistence, they further their access by
adding another MFA device to the account so they

have access to the account

* Once they have gain access ,they will use the account
address book to further their BEC compromise
towards the organization, their partners, and

customers
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AITM ATTACKS - STORM 1167
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CYBER THREAT ACTORS

VOLT TYPHOON (APT)

Active since mid-2021

Targeting US Critical Infrastructure Entities
for purposes of pre-staging in the event of
geopolitical conflict

Use stealth, living-off-the-land techniques

Exploit vulnerabilities in SOHO edge devices
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Black Basta Ransomware Group

* Russian speaking group know for
executing double extortion attacks

* Not only known for affecting hospital
systems such as laboratory and
pharmaceutical services but also stealing
patient data.

* The group focuses on English speaking
countries.
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Black Basta Ransomware Group

Attack Techniques

From the Hacker News:

+  Black Basta ransomware have been observed switching up their social engineering
tactics, distributing a different set of payloads such as Zbot and DarkGate since early
October 2024.

 Attackers make initial contact with prospective targets on Microsoft Teams,
pretending to be support personnel or IT staff of the organization. In some
instances, they have also been observed impersonating IT staff members within
the targeted organization.

» Rapid 7 reports - send a malicious QR code to the victim user via the chats to likely
steal their credentials under the pretext of adding a trusted mobile device.
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False urgency defined to

get you act without

From: prof.ccioludolOl@bank chos com thinking
Date: 5/29/2008 9:15 AM

= Subject: URGENT REPLY NEEDED!

To: noTo-header on input <unlisted-recipients: >
CENTRAL BANK OF NIGERIA
TINUBU SQUARE, VICTORIA ISLAND
LAGOS-NIGERIA

Foreign Di D If it sounds to good to be
Email grof\:csoiudolol@bank choa com true it usualiy iS

Dear Friend,

I know that this message will come to you as a surprise, I am the Bill and
hoped that you will not expose or betray this trus tand confident that I ap

hange Manager in Central Bank of Nigeria (CBOA). I
‘about to repose on you for the mutal benefit of our families.

I need your urgent assistance in transferring the sum of (USD $20M) to your account within 10 to 14 banking days. This money has
been dormant for years in our bank without claim. I want the bank to relase the money to you as the nearest person to our deceased
customer (the owner of the account) died along with his supposed next ofkin in an air crash since July 2001

I don't want the money to go inot sur bank treasurer account as an abandoned fund. S this is the reason why T contacted you so that
the bank can release the money to you as the next of kin to the deceased customer. Please I would like you to keep this proposal as a
top secret and delete it if you are not interested

Upon receipt of your reply, T will give you full details on how the business will be executed and also note that you will have 40% of the
above mentioned sum if you agree to handle this business with me? And 10% will be set aside for any expenses that warrant on the
process before the fund get into your bank account such as telephone calls bills (etc)

Please reply to me at [arofc:solunlolOl%bank cboa com The email link is

Yours Faithfully, really a web link

Prof Charles C. Soludo (CBOA Governor)

Email: prof cesoludo 1O 1@bank cboa com The status bar
= T reveals the real

web address.

REAL WORLD AND "™ . ...
PHYSICAL IMPLICATIONS
OF CYBER ATTACKS

Adjusting room or equipment temperature
levels

Shutdown phone lines and other
communications

A

Modify settings to cause system or machine
failure

3
3
3
S

Opening/Closing critical infrastructure
equipment (valves, pipes, vents, etc)

Turn off warning alarms or notifications to
prevent victims of active problem.
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Defending OT Operations

Against Ongoing Pro-Russia

Hacktivist Activity
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DEVICES THAT AFFECT CYBER AND
PHYSICAL SPACES

BRIC “u

Joint Situational Awareness Bulletin
Flipper Zero Multifunctional Hacking Tool
May 15, 2023
(U) Prepared by the Boston Regional inteliigence Center (BRIC) and Commonwealth Fusion Center (CFC)
(U/FOUO) OVERVIEW

(U//FOUO) The Flipper Zero (“Flipper”) is a recently released versatile hacker multi-tool. Some of its capabilities
include the ability to: read and write radio frequency near field i (“RFID/NFC™)
contactless cards, capture and replay sub-1GHz wireless signals, capture and transmit infrared signals, emulate a
keyboard and mouse to run scripts over USB, and be modified with customized firmware. The BRIC and CFC are
concemed threat actors may use the Flipper and/or similar devices to gain unauthorized access to restricted areas
and data. We encourage public safety personnel to familiarize themselves with the device and its capabilities,
consider mitigation techniques outlined herein. and to report malicious use of this and similar devices to their fusion
center of jurisdiction.

(U/FOUO) DEVICE AND USE

(U//FOUO) The Flipper is a handheld device designed to interact with
access control systems, radio protocols, USB, and infrared signals, as
well as certain hardware. The creators of the Flipper advertise itas a
multifunctional hacking device. It uses an interface in the form of a
game where the user interacts with a pixel art dolphin. We assess that the A

= 2 @
ocniGied nature of the davica may:epesl to juveiles. The device i “‘ﬁ&,& ®
customizable fhrough options] fsmware:dowloads snd scripting, which S

can extend its capabilities beyond what its developers intended. The S

Flipper currently retails for $169.00, although demand has made it £
difficult to purchase and led to a booming secondary market where a
Flippers are priced as high ss $300. Figure 1 - Fipper Zero device. Source: Flpperzerc.one

1/27/2025
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Healthcare cyberattacks are costing
an average of $11 million per breach

Ransomware attacks have dominated, accounting for over 70% of
healthcare cyberattacks in the past two years.

g;g” Nathan Eddy
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IBM COST OF A DATA BREACH REPORT 2024

Cost of a ransomware attack by law enforcement
involvement

i 537

o

aw enforcement involved Law enforcement not involved

= 2024 2023

$IMUSD

or approximately 20% cost savings
when law enforcement is involved in
ransomware attacks

Time to identify and contain a ransomware attack by law
enforcement involvement

aw entorcement
ot involved 297
Law enforcement 8 281
involved

u MTTI B MTTC

Law Enforcement involvement also
sped up the time it took to identify
and contain a breach (9% reduction
in combined Mean Time to Ildentify
& Mean Time to Resolve)
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REPORTING TO LAW
ENFORCEMENT - WHEN?

A cyber incident is an event that could risk the confidentiality, integrity, or the availability of information
systems. Cyber-incidents could lead to a violation or imminent threat of violation of security policies, security
procedures, or acceptable use policies. Victims are encouraged to report cyber incidents that may:

Indicate unauthorized access to, or malicious software present on system and assets, whether physical or
virtual, so vital that the incapacity or destruction of such systems and assets would have a debilitating impact
on security, economic security, public health or safety, or any combination of those matters.

Result in a significant loss of data, system availability, or control of systems.
Impact a large number of victims.
There are no minimum monetary loss thresholds for reporting.

REPORTING TO LAW
ENFORCEMENT - HOW?

Report the incident to your local police department of jurisdiction in accordance with your organization’s
existing notification policies, and request they notify the Commonwealth Fusion Center by telephone or
email. It is important to establish a working relationship and protocols with these law enforcement points of
contact and incorporate them into your incident response plan well in advance of a crisis.

If you do not have an existing notification process that includes your local police department, you may contact
the Commonwealth Fusion Center directly via telephone at 508-820-2233.

Once notified, someone from the Commonwealth Fusion Center will contact your organization’s designated
point of contact.

Report the incident to other regulatory entities and Federal Law Enforcement in accordance with your
organization’s policies. Reporting a Cyber Incident to Law Enforcement does not fulfill regulatory data
breach reporting requirements.
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REPORTING TO LAW  hfma
ENFORCEMENT - WHAT
TO EXPECT?

- * We will:
eI NGO, ) ) ) * v Work discretely and confidentially with your organization’s
*  Contact the media or issue public Incident Response Team, Legal Department, and/or a third-party
statements. incident response firm to identify and collect potential evidence.

*  Notify regulatory agencies abouta  « v Work with federal and local law enforcement partners and
potential data breach. prosecutors to coordinate the investigation to identify, locate,

. Perform services an incident apprehend, and ultimately prosecute the threat actor(s).

response firm would provide such + Y Facilitate communications with other organizations that could
as the removal of malware or help mitigate the incident.
mitigation of the infection from * v Compare Indicators of Compromise and Tactics, Techniques,
your systems or network(s). and Procedures in your incident with other similar incidents.

*  Provide complete mitigation and * v Remain in contact with your organization throughout the

remediation support. investigation.

* v Work with you to determine if you are amenable to pertinent
threat intelligence being shared in a non-attributable manner to
protect others who may be affected by the same type of attack.

TARTAN,
TN

) Homeland
7 Security

Intelligence and Analysis

T

MS-ISAC® MCP

! Massachusetts
Multi-State Information

o .
Sharing & Analysis Center® g ‘A‘i s h Cyl;::;c::lty

No portion of the presentation should be video or audio recorded, copied, or photographed.

TLR.GREEN -
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THANK YOU!

MCP

Massachusetts

General Inquiries: mcppol.state.ma.us

Report an Incident: 508-820-2233
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