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ABOUT ME
Information Security Leader who thrives on the frontline 
of defense, safeguarding organizational information assets 
from the relentless threats of the digital world.  

My passion for information security is not just a career, 
but a commitment to protecting data integrity, 
confidentially, and availability, ensuring that trust and 
reliability remain the bedrock of our digital interactions. 

18+ years of leading teams and architecting strategies 
that have decisively shaped company outcomes, leveraging 
my expertise in technology and security. 

My leadership transcends management, as I actively 
drive initiatives and skill development that fortify our 
technological foundations and secure our digital frontiers, 
ensuring sustainable growth and resilience in an ever-
evolving landscape.

$5.7 billion publicly held Fortune 553 Global 
Technology Company - Responsible for 240 locations 
internationally which consisted of IoT/IoMT product and 
software security as well as corporate enterprise security. 

$3 billion privately held Healthcare System -
Implemented a comprehensive enterprise security program 
from the ground up securing over 26 thousand Medical 
Devices and 40 thousand enterprise infrastructure assets 
for 5 large hospitals and over 250 outpatient facilities 
employing over 25,000 employees and contractors.   

To the point board level communicator – Presents to 
board  regularly. Guest speaking engagements for CISO’s & 
CIO’s to educate them on current threat landscape with 
concise recommendations on how to best to protect assets.

Core 
competencies

 International / Multicultural Experience 
 Board Communications / Presentations 
 Merger & Acquisition Integration 
 SIEM & Vulnerability Management 
 HIPAA / HITRUST / SOX / GDPR / 
 GLBA / ISO 27001 / NIST / SOC2 
 3rd Party Security Provider Management 
 GRC - Governance, Risk, Compliance

5.7B
Largest Revenue 
Protected

74k
Most Assets 
protected

25k
Most People
protected 11provided

LEADERSHIP IN
COUNTRIES

Bryant University
MBA, Business Administration
MS, Information Systems

CAREER JOURNEY
VP, Chief Information Security Officer
Lifespan
Nov 2015 - Present

Chief Information Officer
Bradford Soap Works, Inc.
Jan 1998-Oct 2005

Director of Information Systems
CSC Paymaster
Jan 1996-Jan 1998

VP, Chief Information Security Officer
Zebra Technologies
Oct 2005 - Oct 2015

EDUCATION Certifications
CISSP: Certified Information Systems Security Professional – ISC2          License# 423351
CHPS: Certified in Healthcare Privacy and Security – AHIMA   License# 2396923
GLEG: Certified Law of Data Security & Investigations – GIAC License# 698
GCPS: GIAC Public Cloud Security – GIAC License# 190
CCISO: Certified Chief Information Security Officer – EC-Council License# CC-AS-139
CISM: Certified Information Security Manager – ISACA License# 1220870
CRISC: Certified in Risk and Information Systems Control – ISACA License# 1926276
OSWP: Offensive Security Wireless Professional – OFFENSIVE SEC    License# OS-BWA-15810 
GCWN: Certified Windows Security Administrator – GIAC License# 3346
CCSK: Certificate of Cloud Security Knowledge – CSA               License# 737989223494
Security+: CompTIA Security+                                                  License# PBZ9K5W2WC142RKM
PMP: Project Management Professional – PMI License# 1597760
CCSA: Check Point Certified Security Administrator                            License# Grandfathered
BCCPA: Blue Coat Certified Proxy Administrator                                  License# Grandfathered
ITIL: Information Technology Infrastructure Library                             License# Grandfathered

Top 100 Information Security Professional 
Award - 2022 & 2023 - ONCON ICON

Top 50 Information Security Team Award –
2023 - ONCON ICON

CSO50 Award - 2018 & 2023 

Top Global CISO – 2023 CyberDefenseCon

Awards

Roger Williams University
BA, Information Systems

Memberships & associations
InfraGard – Private Sector & FBI Partnership for the protection of U.S. Critical Infrastructure 
ISACA – The Information Systems Audit and Control Association 
AHIMA – The American Health Information Management Association 
ISC2 – International Information System Security Certification Consortium 
CSA – Cloud Security Alliance 
CIS – Center for Internet Security 
PMI – Project Management Institute 

Married with 2 kids (7-year-old boy / 11-year-old girl)

Hobbies include Home Automation, building retro 
game arcades, and playing on golf simulator I built.

Fun facts

 IoT / IoMT Security 
 Penetration Testing 
 Regulatory Audits 
 Budget / Forecasting 
 SaaS / IaaS / Security 
 Red / Blue Team 
 Office 365 Security 
 Data Loss Prevention 

 Secure Cloud 
 (Azure/AWS/GCP) 
 Product Security 
 DevSecOps / Agile 
 Network Security 
 Offensive Security 
 IAM 
 Risk Management 

Speaking engagements
Speaker @ Boston Regional Healthcare Compliance Conference 
Presented:  What Compliance Professionals Should Know About Cybersecurity

Speaker @ Transformational CISO Assembly 
Presented:  Ransomware Protection & Response
Presented:  Balance is Key: Finding a Balance in Convenience for IoT within 
Security and Privacy

Speaker @ HFMA & NEHIA Annual Compliance & Internal Audit Conference
Presented:  Medical Device Security Risks and Mitigation
Discussed the state of healthcare, typical findings in GRC programs, business 
risk acceptance, and what steps healthcare businesses can take to reduce risks
.
Panelist @ secureCISO Boston
Discussed the cyber threat landscape that enterprises face; a discussion that 
goes beyond the textbook and reveals the real paths, strategies, and directions 
of leaders that defend against the unknown.

Speaker @ RI Dermatology Society 5th Annual Fall Conference - Cybersecurity for Dermatologists
Discussed the current state of the cybersecurity threat landscape as it relates to the medical profession.  
Detailed how all devices on the Internet of Things (IoT) place providers at risk, at work and at home.  
Taught audience tools needed to implement good practices to reduce the risk of successful cyberattacks.

Panelist @ American College of Healthcare Executives (AHCE) Cybersecurity Forum
Served as a panel member to discuss how healthcare organizations face significant, evolving 
cybersecurity risks. Cyber threats are constantly changing, the frequency of attacks is increasing, and the 
approaches continue to become more sophisticated. This session will provide current information about 
the latest threats, prevention strategies, and resources available to improve your cybersecurity.

Speaker @ RI Medical Staff Association – “Information Security Awareness Rounds”
Educated members on current information security threat landscape.  Discussed cyberthreats such as 
Phishing & Ransomware, as well as risks to healthcare delivery with medical device on the Internet of 
Things (IoT).  Gave guidance on good practices to reduce risk of successful cyberattacks



What is Phishing?
Phishing is a malicious technique used by cybercriminals to 
deceive individuals or organizations into divulging sensitive 
information, such as passwords, financial details, or 
personal data. It typically involves the use of deceptive 
emails, messages, or websites that impersonate trusted 
entities, tricking victims into taking actions that compromise 
their security.



Healthcare Breaches – Initial access vector: 
Phishing / Externally Facing Vulnerabilities.

 In July 2023, healthcare data breaches saw a 261% month-over-month spike, with 
18,116,982 individual records compromised. The total for 2023 has now reached 
59,569,604 breached records, significantly outpacing the entire year of 2020 in just the 
first 5 months of 2023.

Source: HIPPA Journal – July 2023 Healthcare Data Breach Report
https://www.hipaajournal.com/july-2023-healthcare-data-breach-report/



Largest Healthcare Breaches in 2023 – so far

1) HCA Healthcare – 11.2 million individuals

2) Managed Care of North America - 8.8 million individuals

3) PharmMerica Corp – 5.8 million individuals

4) Regal Medical Group - Medical group, based in southern California – 3.3 million individuals

5) Cerebral – Telehealth company – 3.1 million individuals

6) NationsBenefits Holdings – 3 million individuals

7) Harvard Pilgrim Health Care – 2.5 million individuals

8) Enzo Clinical Labs – 2.47 million individuals

9) ZOLL Medical Corporation – 1 million individuals

10) Community Health Systems - Tennessee-based hospital system – 960,000 individuals

Source: Office for Civil Rights– Cases Currently Under Investigation
https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf



Not So Fun Facts

Healthcare data breaches cost an average of $408 per record, which is 
three times higher than the cross-industry average of $148 per record.
(Source: Becker’s Hospital Review – Data breaches cost… 
https://www.beckershospitalreview.com/cybersecurity/data-breaches-cost-hospitals-408-per-record-5-things-to-know.html

Between 60 and 89% of data breaches go unreported.
(Source: Oxford Academic – Hype and heavy tails: A closer look at data breaches
https://academic.oup.com/cybersecurity/article/2/1/3/2736315

39% of healthcare organizations became aware of a breach months 
after it happened.
(Source: Verizon – 2023 Data Breach Investigations Report
https://www.verizon.com/business/resources/reports/dbir/

61% of data breach threats come from negligent employees.
(Source: Presentation  from HHS Cybersecurity Program, Office of Information Security, titled "Insider Threats in Healthcare." 

Healthcare cybersecurity roles take 70% longer to fill compared to IT 
jobs in other industries.
(Source: Infosecurity Magazine – Healthcare Data Breaches to Triple..
https://www.infosecurity-magazine.com/news/healthcare-data-breaches-to-triple/

95% of identity theft comes from stolen healthcare records.
(Source: GlobeNewswire – Largest Healthcare Data Breaches Reported.
https://www.globenewswire.com/en/news-release/2022/03/31/2413675/0/en/Largest-Healthcare-Data-Breaches-Reported-in-February-2022-Confirms-
Need-for-Network-Security-Based-on-Zero-Trust-Microsegmentation.html



Your private data is no longer private

 Widespread Data Breaches:  Major breaches like Experian and Equifax breaches have 
exposed vast amounts of personal data.

 Private Data Exposed: Sensitive information such as social security numbers, birthdates, cell 
phone numbers, and addresses are now accessible to attackers.

 Shift in Privacy Paradigm:  The changing landscape where once-private information is no 
longer secure.

 Phishing Tactics Evolve:  Attackers use available personal information to authenticate 
themselves or trick victims in phishing attacks.

 Increased Vulnerability:  Accessibility of private data makes individuals more vulnerable to 
identity theft and fraud.

 Authentication Challenges:  Difficulty in protecting identities when personal data is widely 
available to attackers.

 Awareness and Vigilance: Be more vigilant and skeptical, especially when personal 
information is used in communications.

Lock/Freeze all 3 credit agencies (Equifax / Experian / Transunion)!



Anatomy of an Email Phishing Attack
_ Phase 1 (The Phish): An attacker sends a generic email (phishing).

_ Phase 2 (Hyperlink - Hackers use Your Credentials or Install 
Malware/Ransomware): The attacker now has your password 
credentials and can access the system as you if that was the intent.

_ Phase 3 (Exfiltration) Now the attacker can export data from the 
systems he has access to. Also, the attacker can impersonate you and 
possibly perform actions on your behalf.

Note: Phishing can also lead to Malware/Ransomware being installed 
on your system by simply clicking on the phishing link.



Spear Phishing
• Targeted and personalized.

• Publicly available information on targets prior to launching a spear 
phishing attack.

• Impersonate targets’ friends, relatives, coworkers or other trusted 
contacts. 

• Victims’ employment information, organizations that they belong to, 
hobbies, and other personal details. 

• Profiles and/or activity on social media sites. 

• Used as a first step in an attack targeting a specific organization.

Whales:  High-profile individuals or key personnel 
within an organization who are considered prime 
targets for cyberattacks. These individuals, often 
executives or individuals with access to critical 
systems and sensitive information, are of particular 
interest to attackers due to their potential to yield 
significant rewards or cause substantial damage if 
compromised.

Hi, Peter!

Hi, John!



How to Identify Phishing Attacks
Distinguish suspicious emails from legitimate messages. 

_ Emails with generic greetings. - “Hello Bank One Customer” vs. “Mr. Siravo” 

_ Emails requesting personal information. Legitimate companies won’t ask 
you to enter login credentials, private information, or have you click links.

_ Emails requesting an urgent response. – Fake sense of urgency!! You will 
be locked out!!

_ Emails with spoofed links. - Hover over Links to see where they really go.



Examples of Phishing Attacks - Work

Unknown Sender – Do I know this person, and am I expecting this email?

Blank “To:” Line – Shows mass email

Lifespan Yellow Warning Banner – Shows this email is coming from outside of Lifespan

Generic Greetings- “Hello Bank One Customer” vs. “Mr. Siravo” 

Emails requesting an urgent response. – Fake sense of urgency!! You will be locked out!!

Emails with spoofed links. - Hover over Links to see where they really go.

Misspellings & Bad Grammar – Many attacks come from overseas where English is not their 
primary language.

Generic Signature - “Webmail Administrator” vs. a name of someone you know.

Emails requesting personal information. Legitimate companies, including Lifespan, won’t ask you 
to supply login credentials or any type of private information via email.
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Examples of Phishing Attacks - Work

1. The sender is not a valid @lifespan.org address, but rather a @pugmarks.com 
address. The From: name is also a generic “Admin Team” which does not match 
up with the email address.

2. The subject line is in all capitals and using multiple exclamation marks trying to 
get your attention. 

3. Hovering your mouse over the link, you can see that this is not a valid 
@lifespan.org address, but rather an external site trying to steal your credentials 
or install malicious software.



The Unsubscribe Link at Bottom of Email

_ Clicking the unsubscribe button may seem like a convenient way to remove yourself from 
a mailing list, it can lead to various security risks. 

_ Confirmation of a live email address: By clicking the unsubscribe button or responding 
to the email in any way, you are essentially confirming that your email address is active 
and monitored by a real person. This can lead to an increase in the volume of spam or 
phishing emails you receive, as your email address may be sold or shared with others.

_ Phishing attacks: They might redirect you to a phishing website that mimics a legitimate 
unsubscribe page, where they will attempt to gather your sensitive data, such as login 
credentials or credit card information.

_ Malware or viruses: Trigger the download of malware or viruses onto your device. 
Some spammers embed malicious code within the unsubscribe link or the landing page, 
which can infect your computer or compromise your online security.

_ Tracking and profiling: When you click the unsubscribe link, it can inform the sender 
that your email address is active and that you have engaged with their content. This 
information can be used to further target you with future spam or even sold to other 
spammers, resulting in an increase in unwanted emails.

_ Just Delete/Create rules for the unwanted email.
Add to Junk Mail Filter



Information Security Awareness Program
_ Mandatory yearly security training for all employees

_ Phishing Campaigns
_ A phishing campaign simulates emails from a malicious party that solicit an 

action such as responding or clicking on a link.

_ Phishing Reporting – “Report Phishing Button”
_ Easy to report suspicious emails.

_ User community benefits from peer reports

_ Button is on Outlook Thick Client, Outlook Webmail, and iOS/Android 
Devices



How Do I Report Potential Phishing?
_ The responsibility to report suspicious emails falls on all of us.

_ The “Report Phishing” button is a tool that makes reporting suspicious emails 
as easy as the push of a button.

_ How do I use the “Report Phishing” button on my device?

If the email is malicious, you will have helped a great deal in protecting Lifespan against 
malicious attacks.  If the email is safe, no harm done.  Either way you will be notified.

If you don’t have the “Report Phishing” button, you can always create a new email, add the 
suspect email as an attachment and send to ReportSpam@lifespan.org



Security Awareness - Phishing Campaign - Sample Phish

Results



Security Awareness - Phishing Campaign - Sample Phish



Security Awareness - Phishing Campaign - Sample Phish



Security Awareness - Phishing Campaign 
When users fall for the phish..



Security Awareness - Phishing Campaign
Training Presented on the Spot



Tips to protect yourself from Phishing
• Information Services will NEVER ask for your password over email or phone call. 
• Information Services will NEVER have something pop up on your screen asking you to call a 

number since something is wrong with your system. (Call now you have a virus!)

• Never send passwords, bank account numbers, or other private information in an email.

• Be cautious about opening attachments and downloading files from emails, regardless of who 
sent them. 

• Please call and ask person if they indeed sent the email. 

• Never enter private or personal information into a popup window.

• Use your mouse to hover over any links to see if it is sending you to where it claims to be.

• Look for spelling and bad grammar. – “u got dat?”

• Protection Recommendation: Use Multi-Factor Authentication wherever you can!



MFA (Multi-Factor-Authentication)
• If an attacker successfully phishes you for your password (Credential Harvesting), they 

still need your secondary device to logon.
• Your IT department can configure the “No, it’s not me” button to instantly lock your 

account and then they get a ticket to perform an investigation.
• Setup on every account you can.
• Authentication Apps (Ex: Microsoft Authenticator) is by far the safest choice over 

SMS, Voice, and Email due to Man-in-the-Middle Attacks, SIM Swapping, Email 
Compromise, etc.  Use what you can.  Most banks still only have SMS or nothing!

Important Note: MFA is being bypassed on a regular basis with today’s controls.  
Free hacking tools such as Evilginx2/Evilproxy make this easy for attackers.

They don't technically "bypass" MFA in the sense of defeating the underlying 
cryptographic or security protocols. Instead, they "bypass" the user's perception of 
security provided by MFA by capturing and exploiting session tokens or other 
sensitive information. 

• Phishing:  Phish lures victim to fake web sites,
• Interception: user enters their credentials, including MFA tokens which the hacking tool captures, 

The hacker then 
• Session Hijacking: Once the attacker has the necessary credentials and MFA tokens, they can 

automate the process of using these details to log into the real site. 
• Token Theft: After establishing a session with the legitimate site, the attacker can steal session tokens 

(also known as session cookies). These tokens are used by the web application to remember a user's 
authentication state, so the user doesn't have to log in again for every request.

• Persistent Access: With the session tokens, the attacker can continue to access the user's account, 
often without needing further MFA checks. This is because the session token is a form of "proof" that 
the authentication process was already completed.



SIM Swapping / Cloning
_ SIM Swapping: Identity theft where an attacker gains control of a victim's phone 

number by tricking the mobile provider into transferring it to a SIM card owned by 
the attacker. No Technical Hacking Required

_ SIM Cloning: Creating a duplicate SIM card. The attacker copies the SIM card's 
unique identifiers (like the International Mobile Subscriber Identity or IMSI, and the 
Authentication Key) onto another SIM card. Both the original and cloned SIM cards 
can operate simultaneously, giving the attacker access to the victim's calls, texts, and 
data services without the victim immediately losing service.

_ Purpose: It's typically used for eavesdropping on communications, making 
fraudulent calls or transactions, or bypassing two-factor authentication.  Your texts 
(which you could be using for MFA) are now seen by the attacker.



MFA (Multi-Factor-Authentication)
Bypass “Session/Token Theft” Protection

The 3 current ways of stopping todays MFA Bypass issues are as follows which you would install along side MFA 
for layered defense:

• Certificate Based Authentication:  This requires the IT Department to install a Certificate that they manage on 
any device you wish to use for things such as email.  That means even for your personal computer, you would 
need this certificate installed if you were to want to see corporate resources such as email.  Your credentials 
won’t work without this certificate, and the certificate only works on the piece of hardware that it is issued to.  

• This is not easy to deploy and manage for your organization.  It is in most cases “Free” except for labor 
by utilizes your companies existing PKI (Public Key Infrastructure).

• Windows Hello for Business sign-ins:  This utilizes Certificate Based Authentication making the above a 
prerequisite to implement.

• FIDO2 Security Keys (YubiKeys):  Your users would need to possess this physical hardware-based key to 
gain access to your system.  These are not cheap and add more cost and complexity to your program.

Cost: $25-$105 each depending on model
Source: Yubico www.yubico.com



Corporate Email Protection Layered Defense
(Personal Email does not have this protection!)

_ Office365 Advanced Threat Protection

_ Anti-Malware, Safe Links, Anti-Phishing, Safe Attachments, 
Anti-Spam

_ Cofense –Triage/ThreatHQ – Email identification and mitigation.

_ Custom mail flow rules to auto quarantine known Phishing Emails.

_ Transport Rules configured to block documents used to install 
malware, i.e., macro documents.

_ Report Phishing Button

_ File Types Blocked from Email:
_ 'xlsm' or 'xlm' or 'xnk' or 'wsh' or 'wsf' or 'wsc' or 'ws' or 'vsw' or 'vsmacros' or 'vbs' or 'vbp' or 'vbe' or 'vb' or 'url' or 'ps1' 

or 'shs' or 'shb' or 'sct' or 'scr' or 'scf' or 'reg' or 'pst' or 'prg' or 'prf' or 'plg' or 'pif' or 'pcd' or 'ops' or 'mst' or 'msp' or 'msi' 
or 'msh2xml' or 'msh1xml' or 'mshxml' or 'msh2' or 'msh1' or 'msh' or 'msc' or 'mdz' or 'mdw' or 'mdt' or 'mde' or 'mdb' or 
'mda' or 'maw' or 'mav' or 'mau' or 'mat' or 'mas' or 'mar' or 'maq' or 'mam' or 'mag' or 'maf' or 'mad' or 'ink' or 'ksh' or 'jse' 
or 'js' or 'its' or 'isp' or 'ins' or 'inf' or 'hta' or 'hlp' or 'gadget' or 'fxp' or 'exe' or 'der' or 'csh' or 'cpl' or 'com' or 'cmd' or 
'chm' or 'cer' or 'bat' or 'bas' or 'asp' or 'app' or 'adp' or 'ade' or 'azz' or 'ppsm' or 'ppam' or 'potm' or 'pptm' or 'xlam' or 
'xltm' or 'dotm' or 'docm' or 'psc2' or 'psc1' or 'ps2xml' or 'ps2' or 'ps1xml'



Phishing Attacks – Home, Life, Family

 Hackers will try to get ahold of your work 
credentials by targeting Home accounts for 
phishing.

 Hackers will target your Husband/Wife/Kids.

 Ever let your family members use your work 
computer? (Dad, I just need to check my email).



Examples of Phishing Attacks – Personal Email

1. Generic address - member@ebay.com.  You would never see this from a 
legitimate email, you would see the username of the buyer/seller; e.g.; 
valdostarocks@ebay.com

2. Did I buy anything from eBay recently? Is this what I purchased? 
3. If you hover your mouse over the button it is wanting you to press, you see that 

this is not taking you to an ebay.com site, but rather an external site that will 
more than likely try to steal your eBay credentials. 



Examples of Phishing Attacks – LinkedIn

1. Generic Greeting “Good 
afternoon”.

2. Odd language from an HR 
person.  “would you like to talk 
to me now?”

3. If you google the company and 
name this person doesn’t exist.

4. It now says from “LinkedIn 
Member” vs. a name.  That is 
because LinkedIn eventually 
caught this.  Sometimes 
waiting a couple days, you will 
see names turn into this.

Why Phish Me? In my case, they want to find out what 
security controls Lifespan is using, so they know how to form 
an attack.  By presenting this as an interview, it seems harmless 
to the target.  They can also send a malware .pdf as a job 
description after you initially respond.



Examples of Phishing Attacks – Smishing 
(SMS/Text Messaging)



Examples of Phishing Attacks – Vishing 
(Voice Call / Message)



Examples of Phishing Attacks – Quishing  
QR Codes

• All QR Codes Look the same!

• Threat actors embed malicious links in QR codes.  

• When scanned, these codes redirect users to 
fraudulent websites to either install malware or 
harvest credentials.  

• It’s the same as clicking on a phishing link!



Emerging Threats - AI
_ AI Platforms, such as ChatGPT, are easy to use with low 

barrier of entry allowing criminals without hacking skills a 
way to hack.

_ Wannabe Hackers along with seasoned hackers can now 
perform:

_ Phishing: Malicious actors can use ChatGPT to craft highly 
convincing phishing emails or messages in perfect English.

_ Malware Generation: Cybercriminals could use ChatGPT to 
develop sophisticated malware or attack vectors.

_ Penetrate Networks: Criminals can ask step by step how to 
penetrate a network with ChatGPT or PentestGPT.

_ Deepfakes: They can create manipulated multimedia content that 
appears authentic but is entirely fabricated.



Emerging Threats – AI – Demonstration –
Ethical Safeguards



Emerging Threats – AI – Demonstration –
Safeguards Bypassed



CISO’s Held Accountable 
For Taking Action or Not Taking Enough Action

 Uber – CSO– Found to have concealed the 2016 Uber data 
breach from the FTC and took steps to prevent the hackers from 
being caught.

 Twitter – CISO - Reports suggested that internal messages at 
Twitter raised concerns about the release of products and 
changes without effective security reviews under new leadership, 
potentially putting employees at risk. 

 SolarWinds – CISO -The SEC alleged that Brown knowingly 
ignored and downplayed serious security risks since at least 
2018. SolarWinds and Brown were accused of violating 
reporting and internal controls provisions, with the SEC seeking 
Brown's removal from his position, barring him from holding 
similar CISO positions in the future, and potentially holding him 
personally financially responsible for investor losses.

 Outcomes can vary:  Legal charges, financial penalties, and 
forced resignation.

 In July 2023, the U.S. Securities and Exchange Commission 
(SEC) implemented new regulations mandating that publicly 
listed companies report significant cybersecurity breaches within 
a four-day timeframe. This move emphasizes transparency over 
reputation management, potentially placing Chief Information 
Security Officers (CISOs) at personal legal risk for non-
compliance or attempts to conceal such incidents.

• Company X presented security risks in 
front of executives and asked for 
money to remediate which they denied.  
They deny this happened.

• Does the CISO have the evidence to 
back his claim?

• Does the CISO have a Risk Register 
to track all risks, what their plan is, if 
they are accepted by the business, etc.?



What can Compliance do to help?
Cybersecurity & Compliance Collaborative Approach

_ Implement Compliance integrated Cybersecurity Training

_ Typically, Compliance holds greater ability to hold people accountable for completing 
their training. There is also overlap and training overload.

_ Implement Compliance responding to frequent offenders of failed Phishing 
Campaigns

_ Contact head of department let them know if there is poor results send additional 
training.

_ Have Compliance target audits of security that are outside the responsibility of the IS 
Security teams.

_ Example:  Direct Deposit Authentication Audits (Tons of phishing email scams going 
around to simply ask to change direct deposit bank routing numbers.  

_ What is your company’s payroll department’s authentication process to ensure a 
person requesting things is who they say they are?

_ Compliance is active member of Information Security Oversight Committee

_ Propper compliance representation is essential in high level security oversite 
governance.



What can Compliance do to help?
Cybersecurity & Compliance Collaborative Approach

_ Test Phishing Security Controls Frequently

_ IT Departments are constantly making changes to systems that surround security 
controls.  

_ Even with IT Change Control in place, no one is dedicated to testing every security 
control every time IT upgrades a server or application or configuration in an 
environment. 

_ These controls could potentially stop working on a regular basis without anyone 
knowing.

_ One day a user will call up and say hey I reported a Phish  a week ago and I didn’t hear 
back from anyone.

_ Some IT Microsoft Office Update outside of the control of the security team could 
break the report Phishing button functionality.

_ Someone on the team responding to Phishes could make a mistake.

_ Keep your CISO out of Trouble (Legal / Fines / Resignation / Jail)

_ If you are in a meeting or committee where a CISO states a risk, wants to close it, asks 
for money, etc.  Ask them what the RID (Risk ID) is in the Risk Register and if they 
could share the details of it with you.



Questions?


