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This presentation is the property of Mullen Coughlin LLC.
It is shared for educational purposes and does not
constitute legal advice. The presentation and the
information contained therein is current as of the date of
this presentation and provided for this limited use by the
intended recipient and may not be used, published or
redistributed without the written prior consent of Mullen
Coughlin LLC.
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» Incident Response
* Overall Incident Response Statistics

 Healthcare and Life Sciences Industry Group Incident
Response Statistics

» Overall Litigation Statistics
» Incident Response: Cyber Liability Insurance
* Questions & Contact
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Incident Response
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Incident Response Stakeholders

The Victim Cyber Insurance Incident Response Other Insurance Policy Law
Organization Carrier/Broker Counsel/Breach Coach Carriers/Brokers, Such As Enforcement
K&R, Property, Crime, Etc.

Forensic Investigation Extortion Negotiation Data Mining Other Legal Counsel Public Relations

and System Restoration and Payment Firm(s) Firm(s) (Depending on Specific Firm(s)
Firm(s) Data Impacted and
Applicable Regulatory
Framework)

Notice Mailing and Call Credit/Identity Insured Business
Center Provider(s) Monitoring Services Partner(s)
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The (Potential) Incident Response Roadmap

Privileged Engagement
of Forensic

Investigation Firm
What happened? How did it happen? Is it
ongoing? What is the impact and scope of

interruption? What information may be at Engagement Of Mailing,

risk as a result of the event?

Engagement.of Breach Call Center and Credit
Monitoring Providers
Coach/Notification to Development of 9
Carrier Communications
Strategy Regulatory
Detection Restoration Interaction Litigation/Claims

Backup v. Key Single-Plaintiff; Class Action

I I
(= (= (= (=
| | | | |
<O <O <O, <O,
I | I .
Mobilization Engagement Engagement Data Mining
of Incident = of I:tFI ; of PR Firm
or credit car = =
Response B Disclosures, As Required
Team ® (Law, Contract, Courtesy)
i o Internal/External; Law Enforcement;
NOtlflcatlon to Engagement Of Individuals; Regulators; Consumer Reporting
Law Enforcement Negotiation Agencies; Media; Business Partners
and Payment
Firm
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Overall Incident
Response Statistics
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Incident Type

2020 2021 2022
Incident Type m Incident Type m Incident Type m
Ransomware 1,006 (29%)  Ransomware 1,153 (29%)  Business Email 1,077 (36%)
Compromise (BEC) - Total
Business Email 794 (23%) Business Email Compromise 1,059 (27%)
Compromise (BEC) - (BEC) - Total BEC - Other 733
Total
BEC - Other 698 BEC - Wire Fraud 344
BEC - Other 607
— i 0,
BEC - Wire Fraud 187 BEC - Wire Fraud 361 Ransomware 732 (25%)
. _ 0, H 0,
Third-Party Breach 583 (17%) Third-Party Breach 623 (16%) Network Intrusion 382 (13%)
NaErmerk e 450 (13%) Network Intrusion 559 (14%) Third-Party Breach 316 (11%)
Other/Unknown 381 (11%) Other/Unknown 367 (9%) Other/Unknown 245 (8%)
Inadvertent Disclosure 214 (7%) Inadvertent Disclosure 209 (5%) Inadvertent Disclosure 207 (7%)
Total 3,428 Total 3,970 Total 2,959
(100%) (100%) (100%)
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Industry Sector

2020 2021 2022

Industry Sector m Industry Sector m Industry Sector m

Professional Services

Manufacturing and
Distribution

Healthcare and Life
Sciences

Education
Non-Profit
Financial Services
Technology
Government

Hospitality and
Entertainment

Retail/e-Commerce
Energy

Other

Total

800 (23%)
496 (14%)

414 (12%)

390 (11%)
303 (9%)
296 (9%)
277 (8%)
182 (5%)
160 (5%)

60 (2%)
49 (1%)
1 (1%)

3,428
(100%)

Professional Services

Manufacturing and
Distribution

Healthcare and Life
Sciences

Financial Services
Technology
Education
Non-Profit
Government

Hospitality and
Entertainment

Retail/e-Commerce
Energy

Other

Total
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1,024 (26%)
704 (18%)

520 (13%)

461 (12%)
372 (9%)
215 (5%)
205 (5%)
200 (5%)
152 (4%)

73 (2%)
37 (1%)
7 (<1%)

3,970
(100%)

Professional Services

Manufacturing and
Distribution

Healthcare and Life
Sciences

Financial Services
Technology
Non-Profit
Education

Hospitality and
Entertainment

Government
Retail/e-Commerce
Energy

Other

Total

773 (26%)
448 (15%)

376 (13%)

350 (12%)
333 (11%)
157 (5%)
142 (5%)
139 (5%)

122 (4%)
84 (3%)
34 (1%)
1 (<1%)

2,959
(100%)




Healthcare and Life
Sciences Industry Group

Incident Response Statistics
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Incident Type

2020

Incident Type m Incident Type m Incident Type m

Other/Unknown
Ransomware

Business Email
Compromise (BEC) -
Total

BEC - Other

BEC - Wire Fraud
Network Intrusion
Third-Party Breach
Inadvertent Disclosure
Total

150 (36%)
96 (23%)
70 (17%)

60

10
46 (11%)
32 (8%)
20 (5%)

414
(100%)

2021

Third-Party Breach
Ransomware
Other/Unknown

Business Email
Compromise (BEC) -
Total

BEC - Other

BEC - Wire Fraud
Network Intrusion
Inadvertent Disclosure
Total

109 (21%)
107 (20%)
91 (18%)
89 (17%)

57

32
68 (13%)
56 (11%)

520
(100%)

2022

Business Email
Compromise (BEC) -
Total

BEC - Other

BEC - Wire Fraud
Ransomware
Third-Party Breach
Inadvertent Disclosure
Network Intrusion
Other/Unknown
Total
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102 (27%)

80

22
67 (18%)
58 (15%)
52 (14%)
51 (14%)
46 (12%)

376
(100%)
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Ransomware-Specific

Number of RW
Incidents

Number of RW
Incidents Paid

Ransom Payment
Reason

Average Ransom
Demand

Average Ransom
Payment

Median Ransom
Payment

Business Email Compromise-Specific
202§ 2021 N 2022

Number of BEC
Incidents

Number of BEC-
WF Incidents

Average Amount
Fraudulently
Wired

Median Amount
Fraudulently
Wired

96 (23%)

33 (34%)

Delete Only - 2 (6%)
Key and Delete - 2 (6%)
Key Only - 29 (88%)
$2,696,326

$680,350

$86,000

70 (17%)

10 (14%)

$446,188

$109,000

Number of RW
Incidents

Number of RW
Incidents Paid

Ransom Payment
Reason

Average Ransom
Demand

Average Ransom
Payment

Median Ransom
Payment

Number of BEC
Incidents

Number of BEC-
WF Incidents

Average Amount
Fraudulently
Wired

Median Amount
Fraudulently
Wired

110 (21%)

23 (21%)

Delete Only - 3 (13%)

Key and Delete - 13 (57%)
Key Only - 7 (30%)
$1,402,405

$295,286

$184,500

93 (18%)

32 (34%)

$600,000

$600,000

Number of RW
Incidents

Number of RW
Incidents Paid

Ransom Payment
Reason

Average Ransom
Demand

Average Ransom
Payment

Median Ransom
Payment

Number of BEC
Incidents

Number of BEC-
WF Incidents

Average Amount
Fraudulently
Wired

Median Amount
Fraudulently
Wired

67 (18%)

6 (9%)

Delete Only - 0 (0%)

Key and Delete - 3 (50%)
Key Only - 3 (50%)
$3,259,287

$217,333

$22,500

102 (27%)

22 (22%)

$181,039

$81,459
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Overall Litigation
Statistics
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Litigation: Overall
‘_ ‘_ ‘_

Number of
Litigation Matters

Government  Manufacturing N°”'P:°f't
1(3%) _ and Distribution 1 (2%)
1 (2%)

Education
1 (3%)

Hospitality and
Entertainment
3 (7%)

Financial
Services
3 (7%)

Professional
Services
10 (24%)

Retail/e-
Commerce
1 (2%)

Number of
Litigation Matters

Retail/e- Manufacturing
Commerce and Distribution
3 (5%) 2 (3%)

Hospitality and
Entertainment
4 (6%)

Financial Services

7 (11%)

Professional
Services
9 (14%)

Non-Profit
1 (2%)

Number of
Litigation Matters

Retail/e- itali
Energy Hospitality and
Cgl‘rz;;l’;e 2 (1%) Entertainment
Technology 3 2 (1% Non-Profit
4 (2%) 1 (1%)

Manufacturing
and Distribution
10 (6%)

Financial
Services
31 (18%)

Professional
Services
46 (27%)




Incident Response:
Cyber Liability
Insurance
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Policy Breakdown

Cyber Insurance

First Party Coverage Third Party Coverage

Crisis Data Business Cyber Extortion Technology Media Privacy Privacy
Management Recovery Interruption and and Products and Liabilit Regulatory and Cyber
Extra Expense Ransomware Services Y Defense, Awards Security
and Fines
l |
Expert Legal System Dgpe_ndent PCI F:jnes
Counsel Enilure usiness and
Interruption Penalties
Notification &
Credit
Monitoring
_ Added Policyholder Benefits
Forensic
Investigations
Public
Relations
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Cyber Risk Transfer Strategy

« Initial investments should
be in cyber capability
development

« As risk curve flattens, cyber
CYBER RISK iInsurance becomes a more
efficient means to reduce
your total cost risk

« Coordinating investments
CYBERSECURITY CAPABILITY and strategy to manage risk
effectively requires a plan
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Questions &
Contact
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Contact Information

Jennifer A. Coughlin
Co-Founder & Managing Member - Mullen Coughlin LLC

E: jcoughlin@mullen.law | P: 267.930.4774

Clay Swanson
Cyber Practice Leader - TrueNorth Companies

E: cswanson@truenorthcompanies.com | P: 319.209.7186

24 /7 /365 Incident Response Hotline
844.885.1574

MULLEN.LAW | LINKEDIN

426 W. Lancaster Avenue, Suite 200
Devon, PA 19333
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© 2023 Mullen Coughlin LLC

The material and information contained in this presentation is intended
to provide general information only and not legal advice. You should
consult with an attorney licensed to practice in your jurisdiction before
relying upon any of the information presented here. You are advised that
the act of sending e-mail to a presenter, or viewing or downloading

information from this presentation, does not create an attorney-client
relationship.
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