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Part I – Costs of Cyber Attacks



Costs of Breach

• IBM Ponemon Study - 2019

– $250 Avg. (US)

– $429 Healthcare Avg.



Costs of Breach
• Cyentia



Nebraska Breach Statistics
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Part II – Attacks on Hospitals 2020



Headlines



Ransomware Attacks

• Up 148% in March 2020 alone

• Study shows that cost of recovery 

doubles with ransomware



Exfiltration of Data

• Cyberattacks involving both data 

exfiltration and ransomware have 

increased 152% between Q1 and Q2 

2020



Anatomy of an Attack

• Entry to network

• Movement of tools to network

• Reconnaissance of network

• Retreat to code

• Re-entry to network and
– Deploy

– Deploy and destroy

– Remove, deploy, and destroy



Entry to Network: 

Mitre Attack Vectors

1. Drive-by Compromise

2. Exploit Public-facing Application

3. External Remote Services
4. Hardware Additions

5. Phishing
6. Removeable Media

7. Supply Chain

8. Trusted Relationships

9. Valid Accounts



Attacks



Variants of Ransomware

• Gain Entry:

– TrickBot

– BazarLoader/BazarBackdoor

– Emotet

• Encryption deployment

– Ryuk

– Conti

– REvil



Remote Desktop Protocol
• More people working from home

• “RDP brute-force attacks grew by 

400% in March and April”

• Defense:

– Passwords

– Strong Passwords

– MFA

– Update Software



Phishing

• More people working outside of 

controlled or monitored environment

• Defense:

– Training!!

– MFA

– Monitoring of emails \ Spam protection

– Domain protection



Valid Accounts

• 30 Billion usernames and passwords on 

Dark Web

• Defense:

– Do not reuse passwords

– Use harder passwords for more sensitive 

sites

– Check for compromised passwords

• Haveibeenpwned.com



Part III – Cyber Defense Value



Cyber Defense: Decrease Costs

• Study by IBM and Ponemon Institute LLC



Cyber Defense: Increasing Costs

• Study by IBM and Ponemon Institute LLC





H.R. 7898

• Signed into law – January 3, 2021

• If organization can demonstrate that

– for prior 12 months

– Had recognized security practices

• NIST / CSA of 2015 / other statutory recognized 

• May 

– Mitigate fines

– Early termination of audit

– Mitigate remedies



Questions?

Disclaimer: This presentation is provided as a public service for informational,
educational, or reference purposes. It is not designed to give individual advice. It
is not legal advice or a substitute for legal advice. It does not create a lawyer-
client relationship. Do not attempt to solve individual problems based upon the
information contained in this presentation. Please seek the advice of an attorney
for advice on all legal matters. No endorsement, warranty, or claim is made with
respect to this presentation.
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